CIB Oakhill – How to Encrypt Files on Laptop Computers


How to Encrypt Files in Windows XP

In an effort to provide enhanced data security to CIB Oakhill users carrying sensitive information, we encourage the implementation of file encryption on laptops.

Encryption is the process of converting data into a format that cannot be read by others. 

File encryption will protect data in the event of laptop theft, as encrypted files on the hard drive will not be accessible, even when attached to another machine. Encrypted files require a username and password - as well as a user-based certificate automatically issued by CIB Oakhill servers at the time of encryption - in order to be accessed.

This document explains how to use the Windows XP Encrypting File System (EFS) feature to store files in an encrypted format on your hard disk and how to back-up your encryption certificate, in the event of certificate corruption.

There are some prerequisites for using file encryption at CIB:

· You must be a member of the CIBOakhill domain. We do not recommend that you encrypt your files if you are a stand-alone laptop user and log into your machine locally.

· You must be a member of your laptop’s local administrator group (see MIS if you have questions about this).

· You must be running Windows XP Professional, Service Pack 2. File encryption is not supported in Windows XP Home Edition. 

· You can encrypt files only on volumes that are NTFS formatted.

· We do not recommend that you encrypt files located on a network share at this point (we will provide this feature at a later time).

· If you are encrypting files in a synchronized with a network folder (using the MyDocument folder offline, for example), you can encrypt files while off-line, but these files will not be encrypted until you attach to the network.

How to Encrypt a File

· Locate the file that you want to encrypt.

· Right-click the file, and then click Properties.  

· On the General tab, click Advanced.  

· Under Compress or Encrypt attributes, select the Encrypt contents to secure data check box, and then click OK.  

· Click OK. If the file is located in an unencrypted folder, you receive an Encryption Warning dialog box. Use one of the following steps:

· If you want to encrypt only the file, click encrypt the file only, and then click OK.  

· If you want to encrypt the file and the folder in which it is located, click Encrypt the file and the parent folder, and then click OK (this will encrypt all current files and new files placed in the folder).

 If another user attempts to open or copy an encrypted file, that user will receive an error or access denied message.

How to Decrypt a File

In the event that you want to decrypt a file previously encrypted, the process is similar.

· Locate the file or folder that you want to decrypt.

· Right-click the file or folder and then click Properties.  

· On the General tab, click Advanced.  

· Under Compress or Encrypt attributes, uncheck the Encrypt contents to secure data check box, and then click OK. 

If you copy an encrypted file or folder to a new location that does not support encryption, you will get a message that the encryption properties will be lost. If you continue, an unencrypted copy of the file will be placed in the new location.

How to Add a Permitted User to Your Encrypted File

In the event that you want to permit another user to decrypt one of your files, use the following process to add that user’s certificate to the encrypted file:

· Locate the encrypted file or folder.

· Click Advanced to access the encryption settings. 

· Click details to add additional users. 

· Click Add. The Add dialog box will display any other EFS-capable certificates available locally to your user account.

· If you do not see the user who you want to add, click Find User to search Active Directory  (you must be logged in an connected to the CIBOakhill network do do this). The S lect User window appears. A dialog box displays valid EFS certificates in Active Directory based on your search criteria. If no valid certificate is found for that user, a message will inform you that there are no appropriate certificates for the selected user. 

· Select the certificate of the user who you want to add, and then click OK. You will be returned to the Details tab, and the tab will show the multiple users who will have access to the encrypted file and the users' certificates. 

· Repeat this process until you have added all the users who you want to add. Click OK to register the change and continue.

How to back up your data encryption (EFS) certificate

· Start Microsoft Internet Explorer. 

· On the Tools menu, click Internet Options. 

· On the Content tab, in the Certificates section, click Certificates. 

· Click the Personal tab. There may be several certificates present, depending on whether you have installed certificates for other purpose. 

· Select the certificate that reads Encrypting File System in the Certificate Intended Purposes field at the bottom of the screen.

· Click Export to start the Certificate Export Wizard, and then click Next. 

· Click Yes, export the private key to export the private key, and then click Next. 

· Click Enable Strong protection and then click Next. 

· Type your password. (You must have a password to protect the private key.) 

· Specify the path where you want to save the exported certificate. We recommend storing the certificate on an external disk, on your network folder, if you have one, or copying it to CD or a USB/flash drive. 

· Specify the destination, and then click Next. The certificate will be exported for reinstallation in the event that your hard disk is lost or damaged.

For questions, call the MIS helpdesk at 769-3880
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